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Figure 6.21: An execution scenario that violates 123
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Model checking R3 would return only one of the two violation scenarios shown
above as a counterexample. In order to discover the other possibility of violation, the first
one had to be fixed, model checking is run again. It is obvious that our approach provides
complete feedback on all possible violations. Moreover, it requires only model checking
once.

Explaining Violations to R5

Rule R5 follows the conditional presence pattern. Thus, an anti pattern could be derived
by finding any execution path from the point where the condition holds to process end
without visiting the activity “Conduct advanced due diligence study”. The corresponding
anti pattern is shown in Figure 6.23. Moreover, in Section 5.5, we decided that rule R5
is structurally non-compliant (cf. Definition 5.8). Thus, the anti pattern would match
the whole process after activity “Identify Respondent Bank” indicating that all execution
paths from that point do not visit the “Conduct advanced due diligence study” activity.
We did not show the match to save space.

>
-3 Record
[created]

Exclude(Conduct
A@A advanced due
diligence study)

Figure 6.23: Anti pattern for R5

Explaining Violations to R7

Rule R7 is a global-presence rule. The anti pattern query of Figure 6.24 looks for
execution paths from the start of the process to its end without visiting the activity
“Conduct due diligence study” (cf. Section 6.2.1). The matching to open account process
is highlighted in Figure 6.25.

Exclude(Conduct due
diligence study)
Figure 6.24: Anti pattern for R7

In the highlighted part, we can notice that not only “Conduct due diligence study”
was excluded. Rather, all branches that are running in parallel to it. This is a feature
implemented in the BPM-Q query processor. That is, whenever an activity is excluded in
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a path, all parallel threads have to be excluded. Although structurally this is not necessary.
It is necessary to give meaningful feedback. That is, if there is an execution scenario that
skips some activity, it also skips all activities that run in parallel to it.

Explaining Violations to 8

Rule R8 could be modeled as a conditional precedence using the template in Figure 5.18,
replacing “A/@A” with “Check Respondent Bank certificate” and “B” with “Open
Correspondent Account”. The rule is violated. Thus, following the approach discussed in
Section 6.4.3, we have to check several conditions in order to derive anti pattern queries.

Checking the weaker form of the rule RS, i.e., checking whether the “Open Correspon-
dent Account” activity is always preceded by the “Check Respondent Bank certificate”
activity, fails. Thus, we can derive the anti pattern query of Figure 6.26. That is, there is
a chance to skip the execution of “Check Respondent Bank certificate” before reaching
“Open correspondent Account”. Matching that query to the open account process returns
the same result as shown in Figure 6.25.

Exclude(Check Open
Q—V— Respondent —— Correspondent
Bank certificate) Account

Figure 6.26: Anti pattern for 8

To check whether there are data-dependent violations, we issue the following temporal
logic query

EF (executed(Check Respondent Bank certificate) N\
state(Certificate,?s) A EF ready(Open Correspondent Account))
The formula above uses the template of Formula 6.17. The answer to the above
formula is

state(Certi ficate, valid) V state(Certificate, invalid)

From the answer to the query we can derive the following anti pattern

The matching part of the open account process to the anti pattern in Figure 6.27
indicates that it is possible to execute “Check Respondent Bank certificate” activity with
a result of an invalid “Certificate”. Yet, the “Open Correspondent Account” activity is
still reachable. We do not show a specific figure with the highlighted matching part to
save space.

6.8 Summary & Outlook

In this chapter, we presented an approach to explain violations to the user by means of
highlighting execution paths in the process that cause the violation. Violation scenarios
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T =
',> Certificate
! [invalid]
|
Check Open
Respondent /)l——— Correspondent
Bank certificate Account

Figure 6.27: Another anti pattern for R8

were derived by negation of the CTL formula for the compliance pattern, see Section 6.1.
Based on the negated formula, one or more violation scenarios could be derived. Each
violation scenario is declaratively represented as a BPMN-Q structural query. Those
queries (violation scenarios) are called anti patterns. Structurally matching the anti pattern
query to the process directly highlights the part of the process where the problems are.
We discussed through the chapter and showed in Section 6.7 that our approach provides
exhaustive explanation to possible violations compared to interpreting the feedback of
the model checker.

In all cases, we start deriving anti patterns once we learn that the compliance rule is
not satisfied by the model. On one hand, control flow anti pattern, see Section 6.2, can
be derived directly from the corresponding pattern (rule) query. On the other hand, for
some data-dependent rules, see Section 6.3 and 6.4, the derivation of anti pattern queries
require querying the behavior of the investigated process.

Temporal logic querying was the tool to query the behavior of process models.
We showed in Section 6.5, how domain-specific knowledge reduced the complexity of
evaluating temporal logic queries.

Finally, in Section 6.7 we built on the rules introduced in Section 5.5 and applied the
approach of anti patterns to that case study.

Next, we provide a road map to (semi) automated resolution of violations.






Chapter 7

Resolution of Compliance Violation

In Chapters 35, 6, we discussed how to model, check and explain violations to compliance
rules. Model checking and temporal logics were the formal background to our approach.
In this chapter, we address the problem of providing suggestions to the user in order to
remove violations and enforce compliance. To this end, model checking and temporal
logic techniques fall short to cope with the new problem. Firstly, model checking deals
with the behavioral model of the process while making changes to the process necessitates
doing modifications on the structural level. Moreover, the changes to be made to the
process should be kept as minimal as possible; it must keep the changed process model
consistent with the domain knowledge. Finally, temporal logic is of a declarative nature
that fitted well with the nature of compliance rules. When it comes to modifying the
process structure, more details have to be added to keep the process operational. For
instance, a compliance rule which states that “for each received insurance claim there has
to be a reply sent to the client” abstracts from details like investigating and evaluating
the claim and comparing it to the client policy before deciding to pay back the claim’s
amount. All these details must be present to make the process model operational.

While our approach in the previous two chapters was complete. That is, we were able
to decide about compliance for each rule and we were able to explain violations. In this
chapter, we give directions for automated resolution of violations. We investigate how far
the domain knowledge can be exploited to help the user find resolutions to the violations.
Even if it is not possible to automatically resolve the violation, we help the user assess
the effort needed, in terms of changes to the way business is conducted and understood,
to enforce compliance.

To simplify the discussion, we focus on resolving violations to after-scope presence,
i.e., G(executed(a) — F(executed(b))). We refer to this rule simply as A leads to B.
In this chapter, we discuss the possibilities of resolving violations to this pattern. Later
on, we discuss how resolution to violations of other patterns can be approached.

To reach this objective, the rest of this chapter is organized as follows. In Section 7.1

143
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we argue that we need a different tool set in order to address the violation resolution
problem. We study the possible violations to A leads to B rule on the process structural
level in Section 7.2. Based thereon, we suggest various resolutions and discuss their
applicability in Section 7.3. Directions to resolve violations to other patterns is given in
Section 7.4. Finally, Section 7.5 discusses the limitations of the approach.

7.1 Another Tool Set

We have two problems that temporal logics and model checking cannot address:
* Analyzing the violation on the structure of the process model

* Filling the gap between the abstract compliance rules and the detailed operational
process models.

In order to resolve a violation, we have to make modifications to the structure of the
process model. Modifications can be in the form of adding, removing, or moving activities
to restore compliance. This necessitates the study of the execution relation between
activities A and B, mentioned in the compliance rule. Process decomposition techniques
provide a good starting point to analyze compliance violation, and thus resolution, on
the structural level. We rely on the concept of process structure tree (PST) [144, 145],
which is the process analogue of abstract syntax trees for programs, we give more details
in Section 7.1.1.

The second problem that appears when we need to provide automated resolution is the
abstraction-level gap between compliance rules and operational process models. As stated
earlier, process models must have a sufficient amount of details to make it operational
and to meet its business objective. On the other hand, compliance requirements focus on
a specific situation and leaves all other details out. Thus, we need a technique that can
derive a detailed process that is yet compliant.

To fill the abstraction-level gap between compliance rules and detailed processes, we
depend on automated planning techniques [97]. In automated planning, the planner is
given three inputs, the initial state, the target state and the action space. It is the planner’s
task to find a sequence of actions that can make the system evolve from the initial state to
the target state, see Section 7.1.2 for more details.

7.1.1 Process Structure Tree

The concept of a process structure tree is based on the unique decomposition of a process
model into fragments. One approach is the decomposition of a model into canonical
single entry single exit (SESE) fragments, formally described in [144, 61]. Informally, a
SESE fragment is a fragment with exactly one incoming and exactly one outgoing edge.
The node sets of two canonical SESE fragments are either disjoint or one contains the
other. Following [144], we consider the maximal sequence of nodes to be a canonical
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SESE fragment. If the node set of SESE fragment f; is the subset of the node set of SESE
fragment fo, then fi is the child of fo and fs is the parent of fi. If f1 is the child of fo
and there is no f3, such that f3 is the child of f, and f3 is the parent of f, f; is the direct
child of f5. Canonical SESE fragments can be organized into a hierarchy according to
the parent-child relation. The hierarchy is represented with a directed tree called process
structure tree. The tree nodes represent canonical SESE fragments. Figure 7.1 shows
an example process model along with its decomposition into SESE fragments and their
nesting.

Provide Credit Pay by Credit Notify
Card Data Card Customer
(PCCD) (PCC)

Provide Shipping
ADdress

(a) An example process model

AO SG PSA PG PCCD PCC NC

(b) SESE fragments hierarchy (PST)

Figure 7.1: Decomposition of a process in SESE fragments and its process structure tree

Definition 7.1. [Process structure tree]

A process structure tree PST = (N, E,r,t,cond) is a tree, where:

* N is a finite set of nodes, where nodes correspond to canonical SESE fragments,
* EC(N x (N \{root})) is the set of edges. Let tree nodes n1,ny € N correspond
to SESE fragments s| and sy respectively. An edge leads from ny to ny if SESE

fragment sy is the direct parent of sa,

* r € N is the root of the tree. r represents the main sequence of the process model,
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*t: N — {act, seq,and, xor, loop} is a function assigning a type to each
node in N: act corresponds to activities, seg—sequences, and, xor—blocks
of corresponding type, 1oop,

e cond:{n:n e NAt(n) € {seq, loop}} — 22" is a function that assigns a
condition for sequence and loop nodes, where Pr is a set of atomic proposition.

The definition distinguishes five node types: activities, sequences of activities, parallel
blocks, exclusive choice blocks, and loops. While activities, sequences, and blocks are
natural to understand, we assume loops to be a SESE fragment containing at least two
gateways: a join and a split. The join is incident to the entry edge of the fragment, the
split—to the exit edge of the fragment. The loop has two branches: one leading from the
join to the split is always executed (we call it mandatory) and the other leading from the
split to the join may be skipped (optional). It is allowed that one branch does not contain
nodes. In the illustrations depicting PSTs, sequences are visualized with horizontal line,
blocks—with diamond-shaped figure. If the node type is unimportant it is captured as a
filled circle. Activities are leaf nodes in the tree and are represented with unfilled circles.

A process model may contain several occurrences of one activity (e.g. activity A).
Then, the model’s PST has the set of nodes which correspond to occurrences of A. To
address such a set of nodes we denote it with N, C N.

7.1.2 Automated Planning

A violation resolution often implies that a business process logic is changed. The severity
of changes may vary. The task is always to come up with a compliant model, fulfilling
the business goal. This implies that a process should be reorganized to assure that
the requirements are satisfied. Given that the set of activities required to construct a
compliant process is available, this task can be approached with techniques of automated
planning [97]. Automated planning techniques are often employed by service-oriented
architecture community for a service composition problem, e.g., in [86]. We demonstrate
how a resolution of compliance violations can be expressed in terms of automated
planning.

The problem of automated planning can be described as follows. Given a system in an
initial state it is required to come up with a sequence of actions that brings the system to the
goal state. The sought sequence of actions is called a plan. A system can be represented as
a state-transition system which is a 3-tuple ¥ = (S, A, ), where S is a finite set of states,
A'is a finite state of actions, and y : S x A — 29 - a state transition function. A planning
task for system ¥ = (.S, A, ), an initial state s¢, and a subset of goal states S, is to find

a sequence of actions (aq, as, . . ., aj) corresponding to a finite sequence of transitions
(so,S1,...,Sk) such that s; € ~y(sg,a1),s2 € v(s1,a2),...,5k € Y(sg—1,ax) and
Sk € Sg.

To formalize the resolution problem in terms of automated planning we need to
explain what are ¥ = (S, A,7), s, and Sy. The system ¥ is a business environment,
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where a business process is executed and which evolves as the next activity completes.
Hence, actions in the planning task are associated with instances of activities described
by the domain knowledge, while system states—with the states of the environment
where a process executes. Function -y defines transition rules in the planning domain. In
the process domain the context defines the preconditions and effects for every activity,
Definition 4.10, which aligns with the transition function. A transition from the current
state to the next state via application of an activity results in removing all the effects
defined by the post™ relation and adding the effects defined by the post™ relation. The
current state reflects the effects of all the activities which have taken place before. Initial
state sg corresponds to the state of the environment before the first activity of the process
took place. Set S, consists of the states in which the business goal of the process is
fulfilled and a compliance rule is not violated. The states can be described in terms of
first order logic.

A limitation in planning is that generated plans have no possibility to represent
choices. Although this is logical in plans used to move robots, it is considered a limitation
when adapting the approach to the business process field. Another limitation is that
planning algorithms always start from the initial state trying to reach the goal state. It
is not possible, for instance, to start with a partial plan which the planner tries to make
it a full plan by adding, removing, and/or reordering actions. This is only possible in
case-based planning [26] where the planner should have a large enough repository of
similar problems that are associated with their solutions. Unfortunately, this is not our
case.

7.2 Catalog of Violations

As was stated earlier, we focus on after-scope presence rules, A leads to B. In Section 6.2,
we discussed how to explain violations to these rules by anti patterns. In this section, we
analyze the violations using PSTs and present the catalog of compliance violations [13].
For each violation, we give the name and briefly discuss the problem it addresses. The
effort to resolve the violation depends on the violation scenario in the business process.
That is, if A leads to B is violated by two process models pl and p2 where in pl B
execution is skipped while in p2 there is no occurrence of B at all, then it is probably less
effort to resolve the violation in p1 than in p2.

Since a process model might contain more than one occurrence of the activities A
and B under investigation, we assume a priori knowledge about the pairing of such
occurrences.

The A leads to B rule is violated in two cases: either there is no path leading from A
to B, or there is a path leading from A to the process end, but not containing B. These
two cases are captured declaratively by the anti pattern of Figure 6.7. However, analyzing
the structure of a business process, using PSTs, we can derive more detailed violations.

The catalog of violation can be considered as an alternative approach to locate
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violations on the process structure level, in contrast to anti patterns discussed in Chapter 6.
However, we provide this catalog as the basis for the resolution algorithms discussed in
the next section.

In order to formally describe the violations, we need to define some terms. These
definitions depend on the process structure tree given in Definition 7.1.

Definition 7.2. [Path]

A path between two nodes ng, nx € N, is a sequence of nodes path(ng,ny) =
(ng,n1,...,ng) where (n;,n;+1) € E,0 < i < k. The length of the path is the number
of nodes in this path and we denote it with |path(ng, ng)|.

Since the compliance rule we address describes the execution ordering between two
activities, determination of the block type in which occurrences of A and B execute helps
determine the violations. The least common ancestor of two nodes represents the smallest
scope (block) in which the nodes occur.

Definition 7.3. [Least common ancestor]

The least common ancestor of two nodes n,m € N in the PST = (N, E,r,t) is
anode lca(n,m) = p where p € N A p € path(r,n) Ap € path(r,m) A fp' : p' €
path(r,n) A p' € path(r,m) A p € path(r,p’).

Also, given two occurrences of A and B respectively, the order in which they appear
within a sequence block determines the possibility of violation.

Definition 7.4. [Order] The order of execution of a node n € N with respect to node
p € N, where (p,n) € E A t(p) = seq is a function:

order : N x N = N,
where the first argument is the parent node and the second—its child.

The notion of order can be extended to all the children of a node with type seq.

Definition 7.5. [Order*] The order of execution of a node n € N with respect to node
p € N where |path(p,n)| # 0 A t(p) = seq s a function

order* : N x N = N,
defined as:

order(p,n) ,if (p,n) € E,

der® =
order”(p,n) { order(p,k) , where (p,k) € E Ak € path(p,n), if B(p,n) € E.

Finally, we introduce a family of auxiliary functions exec.iype~. Every function
checks if a given activity is always executed within the given fragment. To answer this
question a recursive analysis of all fragment’s children is done. The following definition
formalizes this function family in terms of PST.
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Definition 7.6. The family of functions exec<iype> : Netypes X Naot — {true, false}
is defined as:

(p. ) true, if Ny, 2)ep €T€C () (T, a) = true,
exec a) = P,
zor \Ps false, otherwise.

where p € N and a € Nyg.

true,  if Vv, 0)ep €¥€C ) (T, ) = true,

execand(p, a) = {

false, otherwise.

where p € Nypqg and a € Nyt

true, if \/yy. 2y ep €T€C(w) (T, a) = true,

false, otherwise.

exrecCseq(p, a) = {

where p € Ngeq and a € N

true, if for the direct child node x of p laying on
execCioop(p, a) = its mandatory branch holds exec,(, (7, a) = true,
false, otherwise.

where p € Nijop and a € Nyt

true, if p € Ng,
false, otherwise.

execqct(p,a) = {

where a,p € Ngygt.

With the help of the above defined terms in addition to the knowledge about A and
B occurrence pairs, we can identify four ways of violating a A leads to B rule, splitting
choice, different branches, inverse order or lack of activity. In the remaining of this
section we describe each violation possibility in details.

7.2.1 Splitting Choice

This type of violation can be motivated by the following example. Assume we have
a business process, containing the fragment presented in Figure 7.2(b). The fragment
shows that once a purchase request is received, its budget should be approved; before the
approval the request can be optionally analyzed. However, one can require that every
received purchase request must be analyzed. This requirement can be formalized in the
form of a compliance rule Receive purchase request 1eads to Analyze request. In
the presented fragment this rule is violated, since after purchase request is received, the
analysis can be skipped.

We call this type of violation splitting choice. Leads to compliance rule has a
violation of type splitting choice if a model contains occurrences of both activities A and
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analyze
request

receive purchase
request

approve
request budget

X X

a

b
(a) PST representa- (b) Example of splitting choice violation
tion

Figure 7.2: Splitting choice violation

notify
customer

prepare
order

organize

OJ \O delivery

a b

(a) PST repre- (b) Example of different branches violation
sentation

Figure 7.3: Different branches violation

B connected with a path, but this path contains an XOR split. Thus, the process model
provides an option not to execute B, once A is executed. Obviously, this contradicts to
the semantics of the 1eads to rule. Another possibility for splitting choice violation
occurs when activity B is on the optional branch of a loop block.

Definition 7.7. [Splitting choice violation]

A process model has a violation of compliance rule A 1eads to B and this violation
is of type splitting choice if the PST for this model contains nodes a and b corresponding
to activities A and B, such that s = lca(a,b) A ((t(s) = segA 3z € path(lca(a,b),b) :
t(x) = xor A exec(z,b) = false) V (s € Nigop N exec(s,b) = false)).

7.2.2 Different Branches

Activities A and B can be located on different branches of a block. Independently of the
block type, compliance rule A leads to B is violated. Indeed, semantics of an and block
does not allow predicting the execution order of A and B. A xor block allows execution
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. prepare notify organize .
b' a' order customer delivery

(a) PST representation (b) Example of inverse order violation

Figure 7.4: Inverse order violation

of either only A, or only B. From the structural perspective violation of a rule follows
from the fact that there is no execution path neither leading from A to B, nor from B to
A (cf. Fig. 7.3(a)).

The example of different branches violation is shown in Figure 7.3(b). notify customer
and arrange delivery activities are executed in parallel. Concurrent activities allow the
company to shorten the execution time. However, once the company policy requires to
notify a client about delivery details (i.e., Arrange delivery 1eads to Notify customer
compliance rule is imposed), the business process becomes non-compliant.

Definition 7.8. [Different branches violation]
A process model has a violation of compliance rule A 1eads to B and this violation
is of type different branches if:

e the PST for this model contains nodes a and b corresponding to activities A and B,
respectively,

* t(lca(a, b)) € {and, xor}.

7.2.3 Inverse Order

Probably the most challenging violation of rule A leads fo B is the case when activities
A and B appear in the inverse order. This means that a process model contains both
activities A and B, connected with a path, but this path leads from B to A. Obviously, a
compliance rule can not hold.

The inverse order violation can be illustrated by the following example. Assume
that a company sends a notification with an order summary to the customer once the
order is prepared. Afterwards, the company contacts its logistics partner to arrange the
delivery. Fig. 7.4(b) captures a fragment of the model corresponding to this process.
New business conditions require the company to include the delivery information in the
notification, i.e. first the delivery should be organized. This requirement is captured in the
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rule organize delivery 1eads to notify customer. In this case inverse order violation
takes place. Fig. 7.4(a) captures this violation type in terms of PST and the following
definition formalizes it.

Definition 7.9. [Inverse order violation]
A process model has a violation of compliance rule A 1eads to B and this violation
is of type inverse order if:

* the PST for this model contains nodes a and b corresponding to activities A and B,
respectively,

¢ t(lca(a,b)) = segq,

* order*(lca(a,b),b) < order*(lca(a,b),a).

7.2.4 Lack of Activity

A process model is non-compliant to the A leads to B rule, if it has at least one oc-
currence of A and no occurrence of B. Consider a compliance rule Receive purchase
request leads to Close purchase request. Checking the process model fragment in
Figure 7.2(b) against this rule, we see that the rule is violated because Receive purchase
order is executed, but Close purchase order—never, since it is missing in the process
model.

Definition 7.10. [Lack of activity violation]

A process model has a violation of compliance rule A 1eads to B and this violation
is of type lack of activity if the PST for this model contains node a corresponding to
activity A and for this node a Ny, = ).

7.3 Resolving Violations

In this section we explain how compliance rule violations can be resolved [12]. We
base the resolution strategy on the violations catalog discussed in Section 7.2. For each
violation case, we discuss a set of resolution alternatives. These alternatives are about
adding, removing, or moving occurrences of activities A, B, and/or other dependent
activities in order to gain compliance. The alternatives are evaluated based on the
compliance rule, the process model, and the domain knowledge, cf. Section 4.4. For each
violation case, we devote an algorithm that selects an alternative to resolve the violation,
if there is a resolution. These algorithms to a large extent exploit automated planning.

According to each violation case, automated planning will be applied to 1) decide
whether the required rule is possible to satisfy, using the available domain knowledge, 2)
find required in-between activities to make the changes to the original process consistent.
In some cases, the found resolution is valid only under restrictions to the behavior of
activities.
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We use the function findPlan(init, goal, condition, context) in our algorithms to
encapsulate the call for an Al planner. The plan is a partial ordering of activities [104]. A
partial order plan is similar to a process fragment where activities are either in sequence
or parallel blocks. The parameter init describes the initial state for the planner. The goal
parameter determines which activity(ies) that have to be executed as goals for the planner.
Moreover, the condition parameter might be used to express extra constraints on the
goal state of the planner. Finally, the context parameter is the encoding of the domain
knowledge. The domain knowledge is used by the planner to find a plan.

Before we go into details of violation resolution, we first explain about the way
initial and goal states are calculated for the findPlan function. Generally, for a rule
Source leads to Destination, the inital parameter reflects the execution of a set of
activities from starting of the process up to and including the source activity. source is
an occurrence of the Source activity in the rule, i.e., source € Ngoyurce- This is due to the
fact that an activity may have more than one occurrence within the process model. We
use the notion source™ to reflect the execution history before source. Thus, calculating
the initial state must include the execution history of all preceding activities from the start
of the process up to and including the source. However, there might be more than one
possible initial state. This is due to the possibility of having choice blocks before the
source activity. In this case, each possible execution instance before source is considered
as an instial state. Moreover, a plan has to be found for each of the possible instances in
order to conclude that resolution is possible.

We assume that process models are consistent with the domain knowledge. In
Section 4.4, we informally defined the notion of consistency between a process model
and the domain knowledge. Here, we formally define that notion based on the process
structure tree.

Definition 7.11. [Business process consistency with the domain knowledge]

A process model, its process structure tree, PST = (N, E, r,t, cond) are consistent
with domain knowledge
C = (Naet, A, T, asptype, conger, pregiet, poster) if:

e Post conditions are used: Vn € Ny A Vit € T A posty # D ANVa € AN
asptype(a) = tt A (n,a) € posty, :n € N — (Im € Nyep : m € N A (mya) €
preg A t(lca(m,n)) = seg A order(lca(m,n),n) < order(lca(m,n),m)) Vv
(3f € N : order*(r,n) < order*(r, f) At(f) = act),

* No two contradicting activities execute in the same instance: Vn,m € Ngq A
(n,m) € congt : Ny = 0V Ny, = 0V Vn' € N,Vm' € Npt(lca(n',m')) =
xor A fls € N(t(s) = 1oop A s € path(r,lca(n’,m"))).

Definition 7.11 ensures the consistency between a process model and its PST on
one hand, and the domain knowledge on the other hand by making sure that for any
postcondition produced by an activity n, there is an upcoming activity m that will use
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Activity

Precondition

Postcondition

Negative

‘ Positive

Go to checkout

Go to checkout

order [init]

order [init]

order [init]

order [init]

order [conf]

pay. meth. [card]
order [conf]

pay. meth. [transfer]

Notify customer

order [conf]
payment [received]

notification [init]

notification [sent]

Pay by pay. meth. [card] payment [init] payment [received]
credit card card data [filled]

Pay by pay. meth. [transfer] | payment [init] payment [received]
bank transfer bank data [filled]

Provide pay. meth. [transfer] | bank data [init] bank data [filled]
bank data bank data [init]

Provide pay. meth. [card] card data [init] card data [filled]

credit card data
Prepare goods

card data [init]
order [conf]

goods [init] goods [prepared]

Send goods address [filled] goods [prepared] | goods [sent]
payment [received]
goods [prepared]
Provide order [conf] address[init] address [filled]
shipping address | address]init]

order [init]

order [conf]

goods [sent]
payment [received]
order [canceled]

Cancel order order [canceled]

order [archived]

order [init]
order [conf]

Archive order

Archive order order [canceled] | order [archived]

Table 7.1: Pre and post relations of the example domain knowledge

that output or the activity n is one of the last activities to execute in the process model.
This indirectly states that the process will not deadlock due to unmet data conditions [8].
Also, for any two contradicting activities, there is no chance to execute them both in
the same process instance. This is guaranteed by 1) either one of them appears in the
process model, 2) if both appear they have to be on different branches of an XOR block
and without any surrounding loop blocks.

7.3.1 Example Domain Knowledge

We introduce an example, to be used throughout the rest of the chapter to illustrate the
ideas. The example includes the domain knowledge and business process fragments. The
domain knowledge is defined by the tuple (Nye, A, T', asptype, coner, preser, postier).
The set of activities N, is formed by { Go to checkout, Notify customer, Pay by credit
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card, Pay by bank transfer, Provide bank data, Provide credit card data, Prepare goods,
Send goods, Provide shipping address, Cancel order, Archive order}. In the example we
consider the data aspect. Hence, set T contains one element data. The set of objects A is
the set of data objects {address, bank data, card data, goods, order, notification, payment,
payment method}*. Subsequently, function asptype relates each of the data objects to
type data object. Table 7.1 captures pregcr and post,cr relations. An activity may have
more than one pre- or postcondition. For instance, activity Archive order expects either
a confirmed order, received payment, and sent goods, or it expects a canceled order. In
this way, it is possible to express disjunctive preconditions. Activities Pay by credit
card and Pay by bank transfer are the only contradicting activities. Based on the above

pay by credit card| proyide Credit | |Pay by Credit Notify
Card Data Card Customer

Go to SF:?V'?HG Pack Send
Checkout pping Goods Goods | "
Address

Provide Bank Pay by Bank
Data Transfer

(a) First process fragment

pay by bank transfer

pay by credit card| provide Credit | |Pay by Credit Notify
Card Data Card Customer

Go to
Checkout

Provide Bank H Pay by Bank

pay by bank transfer Data Transfer

Provide
Shipping
Address

(b) Second process fragment
Figure 7.5: Two process fragments consistent with the context

domain knowledge, the two process fragments shown in Figure 7.5 are consistent with
the context.

7.3.2 Resolving Splitting Choice Violation

A violation resolution implies that a process model is modified in such a way that activity
B is always executed after A. We aim at introducing local modifications to the model.
Hence, we first identify the smallest fragment of a model, whose modification can be
sufficient for the violation resolution. Afterwards, the fragment is modified in the way
that execution of B is assured. In general, the following operations allow to resolve
splitting choice violation:

1. Remove activity A from the process model;

*We omitted the data object states to avoid duplicates as they are present in Table 7.1
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2. Move activity A to the branch with B directly before activity B;

3. Add activity B to every branch in the choice block;

4. Remove all the branches which do not contain activity B;

5. Add activity B in between activity A and the choice block, directly after A;
6. Add activity B directly after the block;

7. Move activity B in between activity A and the choice block;

8. Move activity B directly after the choice block

Removing activity A from the process model would achieve vacuous compliance.
However, apart from the inconsistency that might appear due to removing A, in the
specific case of splitting choice violation, the process logic already allows executing B
after A in some cases. Thus, we should look for a way to execute B in all cases. Thus,
the first two alternatives are not suitable in this case.

Adding B to every branch where it is missing would solve the problem. In any
exclusive thread after A there is a chance to execute B. However, we have to make sure
that there are no contradictions between B and other activities on branches lacking B, see
Definition 7.11. If for a branch it is not possible to add B, the branch has to be removed,
the fourth alternative. This could be justified by the fact that compliance requirements,
in general, restrict the behavior of processes and they are supreme to the logic in the
process. However, to guarantee consistency of the process, activities behavior, i.e., post
conditions, has to be changed to guarantee that the process does not deadlock. That is, for
each branch to be removed, the branch condition has to be analyzed in order to identify
activities which produce these conditions as effects. Afterwards, the behavior of these
activities has to be modified in order to be sure that unused effects will not be produced.
The role of automated resolution is to identify the conditions and activities respectively.
Modifications to activity behavior are considered as a task of a human expert.

The remaining alternatives duplicate or move the activity B some point after A out
of the choice block. Duplication might not be possible in every case. For instance, if
the activity B is about payment, it is not possible to duplicate it. Also, duplication or
movement raises the issue of consistency again. In both cases, there is a chance that B
will be in sequence with one of its contradicting activities on the other branches of the
choice block.

Algorithm 22 provides our approach to resolve this violation. Initially, a block
enclosing occurrences of activities A and B is sought, see line 1. If the enclosing block is
a loop, the algorithm has to assure that B is executed after the loop. Automated planning
attempts to construct a plan containing activity B. If the plan is constructed, it is inserted
exactly after the loop block. Otherwise, the resolution cannot be performed. If the block is
not a loop, we seek inside it for a choice block containing b on its branch, line 9. For each
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input :m-—process structure tree
input :a, b € N—the occurrences of activities A and B, respectively
input :c—domain knowledge
output: (m,r)—(updated process structure tree, restriction to activities behavior or
conditions under which planning failed)
1 s=1ca(ab);
2 if #(s) = loop then
3 plan= findPlan (a —, b, cond (s), C);

4 if plan = () then
5 adda " tor;
6 add cond (S) tor;
7 return (null,r);
8 insert plan into m exactly after the loop exit;
9 elseif 7(s) = seq then
10 X is the choice block containing b;
11 forall the branch is a branch of x with no b do
12 if branch has activities contradicting b then
13 remove branch fromm ;
14 add cond (branch) tor;
15 else
16 plan= findPlan (a ~, b, cond (branch), c) ;
17 if plan = () then
18 remove branch from m;
19 add cond (branch) tor;
20 else
21 add plan to m merging it into branch;

22 return (m,r);
Algorithm 7.1: Resolving splitting choice violation

branch missing B, we check if it has activities contradicting B, with respect to the domain
knowledge C. If a contradiction exists, the branch is removed, line 13. Meanwhile, the
branch conditions are identified as restrictions to activity behavior, line:14. In case of
no contradictions, we use automated planning based on the information of the domain
knowledge to find a path from a to b under the branch condition, see line 16. If no
plan could be found, the branch is removed from the model and the branch condition is
added to the restrictions. Otherwise, the found plan is merged to the branch to enforce
compliance.

Let us turn to the example process fragment in Figure 7.5. The process fragment
violates the compliance rule Go to checkout 1eads to Notify customer. Go to checkout
activity is succeeded by the choice block. While one branch of the choice block contains
activity Notify Customer, the other does not. According to Algorithm 22, an occurrence
of activity Notify customer is added to the branch where it was missing. The occurrence
is added to the branch after activity Pay by Bank Transfer. On the other hand, a rule
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Go to checkout 1eads to Pay by credit card is also violated. However, to resolve
this violation using Algorithm 22, the lower branch has to be removed. In this case, the
branch condition payment method[transfer] isidentified as a restriction. That
is, the resulting process is consistent only in the case that the postcondition payment
method[transfer] of activity Go to checkout is removed.

7.3.3 Resolving Different Branches Violation

As stated earlier, a violation of this type takes place if the two activities are allocated
on different branches of a block, independent of a block type, i.e., either an XOR or an
AND block. However, the resolution strategy varies depending on the block type. The
following operations allow to resolve the violation:

1. Remove activity A from the process model;

2. Add activity B to the branch with A directly after activity A (for xor block);
3. Move activity B directly after the block (for and block);

4, Move activity A directly before block (for and block)

In case that activity A and B are on different branches of an XOR block, removing A
from the process solves the problem. But, we have to remove the whole branch where
A belongs, to be sure that no remaining activities without unmet inputs. However, as
discussed earlier, removing a branch necessitates making restrictions to preceding activity
behavior. Otherwise, the process would deadlock due to unmet inputs.

The second alternative is to add B after A. This is possible in case there are no
contradicting activities to B on that branch. However, we handle these situations as a
lack of activity as we will show later. If this succeeds, it is preferable to the situation of
removing A from the process model.

In case of an AND block, the resolution strategy aims at sequentializing A and B.
To achieve the sequential execution of A and B, we move an occurrence of B from a
block branch to the position exactly after the block. However, such a manipulation with
an occurrence of B might introduce inconsistencies into the process model: there might
be activities on the branch expecting B in the initial place. Hence, we move not only an
occurrence of B, but the set of activities succeeding B on the branch and depending on
B. An alternative strategy is to move A, together with preceding activities on which A
depends, exactly before the block. The preference to one of these strategies can be given
basing on the number of activities to be moved.

Algorithm 18 summarizes the resolution for different branches violation. First, the
type of block is identified, line 1. In case of XOR block, the algorithm checks whether it
is possible to add a new occurrence of B after A, by calling the lack of activity resolution
algorithm. If there is a solution, the resulting plan is merged with the process model.
Otherwise, the branch containing A is removed. In this case, the branch condition is
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input :m-—process structure tree
input :a, b € N—the occurrences of activities A and B, respectively
input :c—domain knowledge
output: (m,r)—(updated process structure tree, restriction to activities behavior or
conditions under which planning failed)
1 s=1ca(ab);
2 switch type(s) do
3 case AND

4 PRE, is the set of all nodes that execute be fore a within the same thread;
5 POST, is the set of all nodes that execute a fter b within the same thread;
6 if | PRE,| <|POST,| then
7 move PRE, before the parallel block;
8 else
9 move POST, after the parallel block;

10 case XOR

11 forall the branch is a branch of s with a, but no b do

12 result =resolve Lack of activity violation;

13 if result =0 then

14 remove branch from m;

15 add condition (branch)tor;

16 else

17 merge result with m;

18 return (m,r);
Algorithm 7.2: Resolving different branches violation

identified as a restriction for activities behavior. On the other hand, if A and B are on
different branches of an AND block, they are sequentialized.

Different branches violation is shown in Fig. 7.5(b), where Pay by credit card and
Pack goods activities are executed in parallel. The resolution algorithm moves activity
Pack Goods from the lower branch of the parallel block to the position between the
AND join and Send Goods activity. Another case of different branches violation occurs
when we have a rule Pay by Bank Transfer leads to Notify Customer. In this case, a
resolution is by adding Notify Customer to the same branch as Pay by bank transfer,
this is possible since Pay by bank transfer provides the payment [ received]input of
Notify Customer.

7.3.4 Resolving Inverse Order Violation

In case of inverse order violation, the process model semantics is opposite to the semantics
of the rule and the process model requires considerable modifications. In general inverse
order violation can be fixed with one of the following operations:

1. Remove activity A from the process model;

2. Add activity B directly after activity A;
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input :m—process structure tree

input :a,b € N—is the occurrences of A and B for which the violation has to be
resolved

input :c—domain knowledge

output : (m,r—(updated process structure tree,restriction to activities behavior or
conditions under which planning failed)

1 let pre be the node before b;

2 let post be the node after a;

3 planl = findPlan (pre —, a, = b,c);

4 if planl = () then

5 if 3s € path(lca(a,b),a) A t(s) = zor then

6 let X be the branch containing a;

7 remove X from m;

8 add condition (X)tor;

9

else
10 add pre ~ tor;
11 return (null,r);
12 else

13 forall the n

€ N Aorder(lca(a,b),b) < order(ica(a,b),n) < order(lca(a,b),a) do
14 Delete n from m;
15 Merge planl with m;
16 plan2 =findPlan (a —, b A post, true,C);
17 Merge plan2 with m;
18 return (m,r);

Algorithm 7.3: Resolving inverse order violation

3. Move activity A to the position directly before activity B;
4. Move activity B to the position directly after A

The decision to remove activity A from the process model can be pursued in case the
removal does not affect the consistency. This could be the case where A is in an XOR
block where other branches could be taken to complete the objective behind the process.
As stated earlier, this puts restrictions on the behavior of activities. In other cases, where
A is mandatory, i.e., not in a choice block, removing A hinders the consistency of the
process model.

The second alternative, to add a new occurrence of B right after A, is not possible
in cases like duplicating payment activities. For instance, a process model that has send
goods and receive payment activities in inverse order. Otherwise, adding of a duplicate
could be reduced to a lack of activity violation.

The remaining two alternatives investigate the possibility to reorder the occurrences
of A and B. Reordering of the activities A and B is possible if there are no dependencies
of activity A on B. If a dependency exists, reordering introduces inconsistencies into
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the process model. To check whether reordering is possible, we attempt to construct a
model fragment from the process start to the point where A is executed. To come up with
this fragment, we construct a plan. In contrast to the initial model, activity B should not
appear in this plan. The initial state of the planning task reflects the process state directly
before activity B is executed. The goal state describes that activity A must be executed.
If the planner comes up with the plan, the reordering is possible. Otherwise, there is no
chance to reorder since actually A depends on the result of B.

Once reordering turns out to be possible, the resulting plan must be complemented
to assure execution of B. The second planning task’s initial state is the first plan’s goal
state. The new goal state describes the process state directly after an execution of B
in the initial process. The two plans are inserted into the model. The model is free of
contradictions and inconsistencies, since we just reordered activities, the resolution is
completed.

Algorithm 18 summarizes our approach to resolve inverse order violation. First it
tries to reorder A and B. If this is not possible and A is in a choice block. It removes A
and identifies restrictions to activity behavior that are necessary to ensure a consistent
result. On the other hand, if A is mandatory, the algorithm fails.

The inverse order violation can be illustrated by the process fragment in Fig. 7.5(a),
where the company sends a notification with an order summary to a customer. Afterwards,
the company contacts its logistics partner to pack and send goods. New business condi-
tions might require the company to include the delivery information in the notification,
i.e., first the goods should be packed. This requirement is captured in the rule Pack goods
leads to Notify customer rule. This violation is of type inverse order.

In the example of Pack goods 1eads to Notify customer rule violation the resolu-
tion strategy moves the occurrence of Notify Customer activity to the position after Pack
Goods activity.

7.3.5 Lack of Activity

A process model contains a violation to A 1eads to B of type lack of activity, if it
contains at least one occurrence of A and no occurrence of B. The following operations
allow to resolve lack of activity violation:

1. Remove activity A from the process model;
2. Add activity B directly before A

Consider a compliance rule Go fo checkout 1eads to Archive order. Checking the
process model fragment in Fig. 7.5(a) against this rule, we see that this rule is violated,
since Archive order is missing in that fragment.

To resolve a violation of this type we introduce an occurrence of B into the process
model exactly after an occurrence of A. If the process model does not contain activities
contradicting to B, we construct a plan using findPlan(A, B, true, context). The plan
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input :m—process structure tree
input :a € N—is the occurrences of A for which the violation has to be resolved
input :b € N—a new occurrence of B to be added to the tree
input :c—domain knowledge
output : (m,r)—(updated process structure tree,restriction to activities behavior or
conditions under which planning failed)
1 CONj, is the set of activities contradicting b based on ¢ that appear in m;
2 if CON,, # () then
3 forall the x € CON, do

4 if type(lca(x,a)) = choice then
5 if findPlan(a —, b, true, ¢) # () then
6 insert findPlan (a —, b, true, ¢) after a in m;
7 else
8 adda ~tor;
9 return (null,r);
10 else
11 Find pre, post;
12 if pre = null V post = null then
13 add pre =null V post =null to I; return (null,r);
14 FRAG, contains activity X and its tightly coupled activities;
15 F RAG) contains activity b and the results of findPlan (pre —, b,
true,c)and findPlan (b ~, post, true, C);
16 insert FRAG, and F RAG), in a choice block between pre and post;
17 else
18 if findPlan(a, b, true, ¢c) # () then
19 insert findPlan (a —, b, true, C) after a in m;
20 else
21 adda " tor;
22 return (null,r);

23 return (Mm,r);
Algorithm 7.4: Resolving lack of activity violation

is merged into the process model directly after an occurrence of A. In case there is an
activity contradicting to B, let it be C, the resolution requires extra actions. The actions
depend on the relations between occurrences of A and C":

1. occurrences of A and C are allocated on different branches of a choice block;

2. occurrences of A and C' are allocated on different branches of a parallel block;

3. an occurrence of C is allocated before A;

4. an occurrence of C' is allocated after A.
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In the first case, B can be added to the process model exactly after A. As the branch
with an occurrence of A does not contain activities contradicting B, B can be introduced
to this branch without any conflicts.

In the latter three cases the process model contains occurrences of activities contra-
dicting B. We propose to introduce an occurrence of B into the model in such a way
that B and C' appear on different branches of a choice block. We first seek for a SESE
fragment containing an occurrence of C' and activities tightly coupled with C'. Such a
process fragment contains activities which are transitively dependent on C or on which
only C transitively depends. The fragment is preceded by an activity, let it be pre, and
succeeded by an activity—post. We aim at complementing the process model with a
branch, alternative to the identified fragment with C' and containing B. We can obtain
such a sequence as a result of a planning task, requiring it to fit between pre and post
and containing B. Finally, we introduce the choice block with the two branches into the
model: the branch with C' and the branch with plan containing B.

Identification of the activities dependent on C' is based on the analysis of the domain
knowledge and can be found as the closure of all the activities transitively depending on
C'. This closure is prefixed with an activity pre. To identify pre, we start from the activity
immediately preceding C'. If there is no such activity on the branch of C, we go in the
tree one level up. Either we find an activity or we reach the topmost level indicating the
start of the process. In the latter case, we cannot identify pre and thus it is not possible to
insert B as an alternative. Otherwise, from pre it is possible to find a plan where B is
executed. Similarly, we can find post, if there is one. Whenever pre or post are empty,
we are not able to proceed since the whole process in the closure of C.

As the result of the described model transformation, the violation type is no longer
lack of activity. Instead, it changes either to inverse order, splitting choice, or different
branches violation. The resolutions of these violation types have been already discussed.
Notice that a lack of activity violation can be reduced to different branches violation
and vice versa. However, there is no mutual dependency between them, as we reduce
these violations to not intersecting subcases of violations. Algorithm 23 summarizes the
approach.

Let us return to the example with a compliance rule Go fo checkout 1eads to
Archive Order and the process fragment in Fig. 7.5(a). According to the resolution
strategy and information in the domain knowledge, activity Archive Order can be added
after goods are sent.

The resolution strategy for lack of activity violation reduces the violation to the
previous three cases: inverse order, splitting choice, and different branches. Hence, its
properties, i.e., model compliance, freedom of contradictions and inconsistencies originate
from the properties of resolution methods for the named violation types. Figure 7.6
illustrates how a lack of activity violation is reduced to other violation types and is
resolved.
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Figure 7.6: Resolving lack of activity violation in case of contradictions

7.3.6 The Overall Resolution Process

According to the discussion above, it might be the case that to resolve some violation
is to first transform it from a violation type to another. For instance, in some cases of
lack of activity violation, we transform it first to a splitting choice violation. Later on,
we apply the algorithm of splitting choice to completely resolve the violation. Thus, the
compliance violation resolution is of iterative nature. In each iteration, the violation type
is recognized and the appropriate violation resolution algorithm is applied. This process
is repeated until either no further violations are recognized or at one step the resolution
algorithm either fails to resolve the violation or to transform it to another type.

Algorithm 15 summarizes our approach to resolve compliance violations. In each
cycle, Algorithm 15 identifies the violation as either splitting choice, different branches,
inverse order or lack of activity. Afterwards, the corresponding algorithm is invoked.
Each algorithm returns a result on the form of a pair of an updated process structure
tree and a set of conditions that either represent conditions that must be taken care of as
restrictions to activity behaviors or conditions under which automated planning failed to
find a solution.

The result in each cycle can be one of three possibilities. Firstly, the resolution
algorithm returns a non empty compliant process structure tree and an empty restriction
set. This case is a complete success to resolve the violation, using the available domain
knowledge. The resulting process tree, and thus the process model, is guaranteed to be
both compliant and consistent with the domain knowledge. The second possibility is
that a non empty compliant tree and a non empty restriction set. In this case, the user
is informed about the changes that have to be made to activities, post conditions that
have to be removed in order to the returned tree to be consistent. This case actually
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input :m-—process structure tree
input :ATLeads toB
input :c—domain knowledge
output: (m,r)—(updated process structure tree, restrictions or conditions under
which planning failed)
1 violation=getViolationType (M,AB);
2 while violation # none do
3 switch violation do
4 case Splitting Choice
5 (m,r) = resolveSplittingChoice(m,a,b,c);
6 case Different Branches
7 (m,r)=resolveDifferentBranches (m,a,b,c);
8 case Inverse Order
9 (m,r)=resolvelInverseOrder (M,a,b,c);

10 case Lack of Activity

11 (m,N=resolvelLackActivity (m,a,b,c);
12 if m =null V r # null then

13 return (m,r);

14 violation=getViolationType (M,A,B);
15 return (m,r);
Algorithm 7.5: Compliance violation resolution

indicates some sort of contradiction between the logic implied by the compliance rule
and the current understanding of the business domain. With this warning about possible
contradictions, users might change their perception of the domain due to new compliance
requirements or they can identify that there is a problem within the compliance rule itself.
The third and last possibility of the resolution is an empty tree and a non-empty restriction
set. In this case, the restriction set reports the conditions under which planning failed. In
this case, there is a clear contradiction between what the common understanding of the
business domain is and what is stated in the compliance rule. To overcome this obstacle,
the user has to make major changes to the domain knowledge or to the compliance rule.

7.4 Directions to Resolve Violations to Other Patterns

So far, we focused on resolving violations to the after-scope presence pattern. In this sec-
tion, we give an overview on how to approach the resolution of other patterns’ violations.

The global-scope presence pattern is similar to the after-scope pattern, where an
activity B has to be the response for the start of the process. The chances for violation
are either splitting choice or lack of activity. Algorithms 22, 23 can be applied to resolve
these violations.

The before-scope presence, A precedes B, violations are symmetric to the after-scope
presence violations. Rather, the emphasis will be on the side of the activity A. The
whole catalog of violation is applicable, with redefinition on the activity A side. However,
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to enable automated planning, the pre and post conditions of activities, in the domain
knowledge, is reversed. After a plan is found, it is reversed again to have it in the original
flow.

A violation to an absence pattern, e.g., after-scope absence, occurs when there is
a chance to execute A and B in parallel or in sequence, where A executes first. To
resolve this violation, we might check first if B is optional in the process model. If
this is the case, the whole XOR branch is removed. Following the discussion about
Algorithm 22, we can argue that this solution results in a consistent process model, under
certain restrictions. On the other hand, if B is mandatory, similar to the approach of
resolving lack of activity violation, we try to identify the scope of effect of B. Using
automated planning, we try to find a plan where B is avoided. Otherwise, it is not possible
to resolve the violation automatically. Similar strategy could be used to handle violations
to other absence patterns.

Resolving violations to conditional patterns is straightforward. Conditions can be
reflected directly in the initial and/or goal states of the required plan. However, merging
the resulting plan with the original process must explicitly add a choice block, whose
condition is the same as the conditional rule, where the missing activities are added.

7.5 Discussion

A violation resolution implies that a process model structure is changed. To control model
structural modifications we employ the concept of SESE fragments. As a consequence,
the approach is limited to process models, which are block-structured. To neglect
this limitation advanced decomposition techniques, as described in [110, 108], can be
employed. However, these approaches do not promise to reveal structure in unstructured
parts within processes. Thus, in case of unstructured parts of the process, user attention is
drawn to that problem and it is on her side to manually resolve the violation.

Besides restoring compliance in business process models, another objective is to
keep the modified process models operational. To maintain operation-ability, automated
planning was employed to 1) identify whether it is possible to restore compliance 2) find
sequences of activities that have to be added in order to restore compliance. For the first
case, if it is not possible under the given compliance rule to find a sequence of activities
execution that restores compliance, it is indicated to the user that there is an inherent
contradiction between the compliance rule and the general domain knowledge. For the
second case, if a sequence of activities is found, it is merged with the process model to
make it both compliant and operational.

Although the changes introduced by the resolution algorithms result in consistent and
compliant processes models, an updated model might look unnatural for a human reader.
For instance, sequentialization of two branches in case of different branches violation,
leaves only one branch in the parallel block. Thus, a resulting process model needs to be
refactored to develop a naturally looking process model. Process refactoring techniques
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proposed in [147] can be applied.






Chapter 8

Implementation

Developing prototypes is currently an important step for research in general and for the
business process management community in specific. With an implementation, concepts
can be better communicated with audience and more valuable feedback could be gained.
Moreover, testing with real world scenarios refines and reshapes concepts.

This chapter describes a prototypical implementation of the contributions discussed
in Chapters 4, 5 and 6. We describe an architecture where the user models compliance
rules as BPMN-Q queries and at the end receives a decision about every relevant process
whether it is compliant or not. Moreover, in case of non compliance the user is informed
about parts of the process that cause the violation. Thus, we have a set of components to
realize a compliance checking scenario. These components are

* Compliance rules editor (BPMN-Q query editor),
* BPMN-Q query processor,

* Business process model editor,

* Business process model repository,

» Mapping of process models to Petri nets,

* Petri net state space generation,

¢ Model checker.

Obviously, the objective is to keep implementing new components as minimal as
possible. We had to implement the query processor as it is one of the core contributions
of this thesis. Moreover, we had to implement an editor for creating compliance rules
as queries. However, we needed to access a repository of process models to query and
to check for compliance. For the process model to Petri net mapping, we followed the
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mapping described in Definition 4.4. Low level Petri net Analyzer (Lola) [126] is a Petri
net analysis tool and a model checker as well. Lola supports CTL model checking. Thus,
to model check, it implicitly generate the Petri net state space.

Oryx* [29] is a Web-based business process modeling and repository developed at the
Chair of Business Process Technology, Hasso Plattner Institute. With the front end, users
can model processes with a variety of process modeling languages, e.g., BPMN, EPC,
Petri net. Moreover, Oryx can be further extended by means of stencil sets, server-side
and client-side plugins. The extension allows integrating research prototypes in a single
framework. In our case, integrating BPMN-Q [124] and compliance checking steps into
Oryx saves us the effort of building a new editor and a process repository.

To describe how we integrated BPMN-Q into Oryx and how we realized the compli-
ance checking scenario, we start by describing the Oryx architecture and its extension
mechanisms in Section 8.1. Integrating BPMN-Q query editor and query processor along
with other software components to enable compliance checking is described in Section 8.2
also with description of the interactions between the different components. Section 8.3
describes a use case where the different steps of compliance checking are explained with
snapshots from the prototype.

8.1 Oryx Architecture and Extensions

Oryx is a Web-based graphical modeling tool and a repository for process models. Using
a standard web browser, users can login to Oryx, create, modify and share process models.
Sharing means that the model creator can give access to users as read-only, read/write
or can make process models public. Via plugins, more functionality can be added to the
editor. For instance, process models can be checked for being error-free, step through
support for process simulation, exporting process models to different formats.

Oryx does not only allow extensions by adding more functionality to existing ones.
Rather, it allows defining new modeling languages. This is achieved via stencil set
definition. A stencil set is a collection of files describing the abstract and concrete syntax
of the modeling language. JavaScript Object Notation json files describe the abstract
syntax of the language in terms of properties of nodes and edges used for modeling as
well as connectivity rules among them. To describe the concrete syntax, Scalable Vector
Graphics svg files describe how each node and edge will look like when the shape is
dragged to the drawing canvas in Oryx.

Figure 8.1 describes the architecture of Oryx. Through a Web browser, the user can
call Oryx. The core of Oryx is a set of JavaScript functions that is loaded in memory
when Oryx is called. Depending on the requested process model, the process model, the
stencil set and the associated plugins are loaded in memory. Client side plugins as well as
standard editing functionality, e.g., copy, paste, etc., can access the memory copy of the
process model. Oryx back end is the interface between the process model repository and

“http://oryx-project.org
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Figure 8.1: Oryx architecture

the front end. Each time a server side plugin is called communication occurs between
the back end and the requester from the front end. An example server-side plugin is the
mapping of BPMN models to Petri nets. In some cases, server-side plugins need to call
external systems to Oryx.

8.2 Integrating BPMN-Q and Enabling Compliance Check-
ing

The BPM-Q query processor is implemented in Java to match queries to process models
as was described in Section 4.2.2. However, in order to let users specify compliance rules
as queries, we developed a query editor, using a BPMN similar syntax, for BPMN-Q
queries. This was achieved via defining a BPMN-Q stencil set that is available for Oryx
users. While the stencil set is at the client side and the query processor is reachable via
a server-side plugin, we implemented a client-side plugin that allows calling the query
processor at the server side.

Lola is considered as an external system to Oryx that is called by the query processor
for compliance checking. Before calling Lola, the query processor calls another sever-side
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plugin, the BPMN to Petri net mapping, in order to obtain the Petri net representation
of the process to be examined. The Petri net is then written to a . net file that is passed
to Lola. Figure 8.2 shows how BPMN-Q and components necessary for compliance
checking are fitted into Oryx architecture.
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Figure 8.2: BPMN-Q architecture for Oryx

Figure 8.2 shows the static view on the components for compliance checking, in
remaining part of this section we describe the sequence of calls to the different components
in order to check for compliance.

First and foremost, the user draws the compliance query in the same way she draws a
process model. A query can be saved in the repository for later use. Moreover, the user
attaches tags to the query that will be used in identifying process models to check, as was
stated in Section 4.2. To initiate the compliance checking, the user calls , via a tool bar
button, the client-side plugin Query Evaluator Initiator. This step brings to the user a
window where she selects the type of query she wants to apply. For compliance checking,
the user has to select Process Compliance Query. After pressing the submit
button, the query is serialized and shipped to the server-side plugin Query Evaluator
Servlet as well as the querying command. That servlet instantiates the query processor
and passes the query and the command to it. Within the query processor and based on
the querying command, process models matching the tags associated with the query, cf.
Definition 4.6, are imported from the Oryx repository and translated into the internal
representation of the query processor. Complex queries are decomposed into the basic
ones as was discussed in Section 5.2.6. For each basic rule, the investigated process is
checked for structural compliance or non-compliance as was discussed in Section 5.4.2.
If for any of the basic rules no structural decision can be made, we turn to model checking.
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At that point, the query processor calls the BPMN to Petri net Mapping component, which
implements the mapping described in Section 4.1.3, to obtain the Petri net representation
for the investigated process model. In order to model check the process, we need to
generate the reachability graph of the Petri net. Lola is the means to obtain the reachability
graph as one of the things Lola can do. As stated earlier, Lola can be used as a model
checker. Lola has to be configured correctly in order to do the job. To instruct Lola to
work as a model checker, the userconfig.H file has to be edited where #define
MODELCHECKING is uncommented. Afterwards, Lola can be invoked from the query
processor with the following command 1ola file.net. the parameter file.net
contains the Petri net specification in Lola format and the CTL formula to be checked.
The CTL formula is obtained from the BPMN-Q query as was discussed in Chapter 5.
Moreover, the CTL formulas are expressed on the markings of the places of the Petri net.
For instance, the proposition Fvaluation_failed, which describes that the “Evaluation”
data object assumes the state fatled, has to be replaced on the corresponding place within
the net. Also, the proposition ready_conduct DueDiligence has to be replaced with the
place whose marking means that the transition corresponding to that activity is enabled.
Also, all implications in the formula on the form p — ¢ have to be rewritten on the form
—p V q. That is because Lola syntax does not accept implication symbols.

If model checking succeeds, i.e., the process is compliant, the process model uri and
the information that the model is compliant is send back to the Query Evaluator Servlet.
Otherwise, the query processor generates anti patterns, as was discussed in Chapter 6, for
failing rules and matches them structurally to the investigated process. At this point, the
query processor return the process model uri, the process sub-graph matching the anti
pattern and the information that there is a violation to the Query Evaluator Servlet.

The above procedure is repeated for each process to be investigated. Upon completion
of the compliance checking, the Query Evaluator Servlet receives information about
compliant and non compliant processes. To this end, the servlet invokes the Response
Presenter at the client side to screen the result to the user.

8.3 Example

In this section we describe an example starting with the modeling a compliance rule until
the feedback is returned to the user.

Figure 8.3 shows the BPMN-Q editor within Oryx. Using the stencil set, we build a
complex compliance rule. Indeed, the rule combines rules 3, R4 from Section 5.5.

To start the processing of the query, the user invokes the Query Evaluation Initiator
plugin via the tool bar. The processing options window appears as shown in Figure 8.4.

To initiate compliance checking, the process compliance query option is chosen in
the previous step. With this option, the query processor is instructed to investigate all
candidate process models for compliance. Another option is to specify the investigation
of a specific process model, Run compliance query against a specific



CHAPTER 8. IMPLEMENTATION

saipdolg 340 [/

]

pasn uayn g

anjea, EINETH)
sandadoag

<« | (Wesbe1g-i1-Nivdg) sa1adodd _d.

juno2oy
juspuodsalio)
uado

I .xuunuuuu_|

< <s3pB0BId> > Buiyes sjueg
» juapuodsay

R R E R

[mo]]
Asty

i
Mmalnay

SRR R TR R TREE

[p=3deaae]

bupey

spalqg Bugiauuoy

Ausaspua [
SjUSAJ ;EIPIULIIUT
SuaASHES [
IR0 3

skemxen

adeys auausn @

Aualrg Foees .

Heel ]

sanIAnOY o
ONWdE &

¥ Asojisoday adeys

Lol e B W i I T 3e |5

174

_ = _ (] wAag - sop3-xhip 7] _ = xhicy - oupahio | (7138) 0 Amgsodany - x40 o |

=|B00g) o

__E:_m_uoE___%com_.UcEun_.__acEn_n__Emm_Ucmum.ﬁuuom__ucmummncsn_n_:B,_um_‘x&o.amom;mo:_uun_:”nuf_@_ b4 MU >
I

diaf]  Spdl SjEunoog A0S el e 8|

Figure 8.3: A compliance rule as a BPMN-Q query
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process model. In the latter case, the user is asked to enter the uri pointing to that
specific process to be investigated.

With the pressing of the submit button, the query and the processing options are
shipped to the back end. After doing the steps described in the previous section for
compliance checking, the user gets feedback in the form of process model previews as
shown in Figure 8.5. By double clicking on a certain preview, the user gets the feedback
about that specific process, whether compliant or not. In case of violations, the violating
part is highlighted as shown in Figure 8.6

As can be noticed, the generation of anti patterns is totally transparent to the user.
Only the matches to the anti patterns are returned as highlighting of violating parts of the
process to the user.
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Chapter 9

Discussion

In this chapter we provide a critical discussion about the contributions in this thesis.
Our discussion will illustrate strengths and limitations of our approach and revisit the
assumptions introduced in Section 2.3. Also, we discuss how far we were aligned with
the requirements discussed in Section 2.2.

Summary

We introduced a pattern-based approach for compliance checking. Using BPMN-Q visual
queries to express compliance requirements, we have provided a graphical notation to
express compliance rules, Req. 9. The visual nature of the language, that is very close to
the way process models are expressed, makes it easy for business people to understand
and discuss about it. Also, each query is stored on its own as an artifact that can be
associated with arbitrary metadata that allows tracking of a compliance requirement, Req.
2. This helps the organization assess the number of control objectives it has established
to meet compliance requirements. Finally, formal checking is possible since each pattern
is mapped to a temporal logic formula, Req. 1.

When a set of compliance rules are related to a process model, the conjunction of these
rules are checked against the process. However, in some cases, a rule might be required
to hold when another rule does not hold. That is, the compliance to one rule is required
only when the process is violating another rule [103]. Currently this is not addressed.
Modeling this reparation relationship requires the definition of a new modeling construct.
On the technical level, we can check the disjunction of rules rather their conjunction.

Checking consistency among compliance rules, Req. 3, was divided into redundancy
and conflict checks. While conflict checking is complete, assuming that sufficient domain
knowledge is present. Redundancy checking is based on establishing a sort of logical
equivalence between the different compliance patterns. Thus, we cannot claim that
redundancy checking is complete.

179



180 CHAPTER 9. DISCUSSION

To explain violations to compliance rules, in general, we used a two step approach
where the first step is to query the process behavior about the causes of the violation
and in the second step BPMN-Q anti pattern queries are generated to highlight parts
of the process causing violation. Although there is a processing overhead due to the
need to issue several temporal logic queries, this could be justified by the need to be
complete. That is, we need to provide the user with every possible cause of violation,
Req. 6. This, in turn, will save and focus the effort of the user compared to the alternative
of the counterexample-driven violation explanation. In the latter case, the user has to
repeat a check-explain-resolve each time model checking identifies a violation, which
also contains a repeated cost of model checking.

To resolve violations, Req. 7, we discussed several algorithms that were dedicated
to special kinds of compliance violations. These approaches depend heavily on the
domain knowledge. This is no surprise as the very first requirement to have an effective
compliance management approach is to have a deep knowledge about the business
domain [65]. While our approach to resolve violations is not complete, it helps the user
identify areas of conflict and missing or incomplete knowledge about the domain.

Applicability

In Section 2.3, we have established a set of assumptions that make our approach applicable
in real life. Here, we discuss the relaxation of some of these assumptions and how
that relaxation affects the applicability of the approach. The success of establishing
an effective compliance management is directly related to the level of maturity of the
organization [66]. Thus, the applicability of our approach in real life depends on the level
of maturity of the organization. The entry maturity level is that organizations have explicit
views on their business operations in terms of process models [5, 65]. This has scoped
the thesis from the beginning. However, in many cases, organizations might not have
that level of maturity. In such cases, organizations might benefit from process mining
techniques [136] to help automate the discovery of business processes. Yet, this depends
on whether the organization has an automated support for its daily business operations.
If that is not the case, there is no way but starting a manual business process discovery
using traditional requirements elicitation techniques, as in [65].

To correlate compliance rules with business processes, we assumed the availability of
a common set of tags that can be used to annotate both compliance rules and business
processes. This is also is related to the level of maturity of the organization. That is,
the agreement on a set of terms that have a common meaning. If this is not the case,
users can benefit from the querying nature of BPMN-Q to identify process models that
are subject to compliance checking. However, the success of this approach assumes a
common glossary to label activities in both queries and processes.

We assume that the organization has a glossary of vocabularies, activity labels, that is
agreed upon. For instance, an activity with the label “Open account” is understood by all
people in the domain and is agreed upon its business value. If this is not the case, there
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is a range of semi automated approaches that can fill this gap. For instance, in [10], we
show how information retrieval (IR) techniques can be used to overcome this problem.
Other approaches that use semantic annotations [69, 54] can be applied to annotate both
activities in process models and in compliance queries. There are recent publications that
look up labels of activities in a repository of business process models in order to find
semantic similarity [129]. We believe that the result of such research will be beneficial to
organizations and helps accelerate building their own glossary of activity labels.

Depending on the compliance rule and the domain knowledge, we might be able to
suggest a remedy to the process model that restores compliance. With our semi automated
approach we can find, in some cases, a resolution to the violation automatically. If this is
not possible, we give the compliance officer directions about what is missing to resolve
violations. We believe that this helps the compliance officer assess the amount of change
needed within the organization’s view on the business in order to achieve compliance.
We admit that having the domain knowledge available in the form we suggest could only
be available in very highly mature organizations. However, we believe that providing a
guide about what knowledge to collect allows organizations to incrementally build their
domain knowledge. We also see that this is a necessary step that helps organization gain
more insight about its business operations and in the same time provides better capability
to respond to future compliance requirements.

Compliance for Declarative Business Processes

Declarative business process modeling is a way to allow flexibility in processes. Processes
are modeled by specifying a set of execution ordering constraints on a set of activities [107,
105]. Compliance rules discussed in this thesis can be integrated to provide a compliant
execution of process instances. In that case, having an execution engine that is faithful to
the execution constraints, including compliance rules, there is no chance for violation.
Thus, there is no need to check for violation and will be no need also to resolve them.
However, there is still the need to identify inconsistencies between rule sets.

The compliance patterns we identified overlap with those identified by Pesic in [105].
Yet, data flow and conditional rules are unique to our approach. When integrated with
declarative approaches, more expressiveness is gained to provide finer grain restrictions
on process execution.

Future Work

There are open issues that are subject to future work.

Business Process Synthesis

As compliance requirements and business objectives are developed separately, there is
a chance of conflicts. Our approach to check conflict freedom of a set of compliance
rules relied on finding computations, Biichi automaton, that satisfies the conjunction of



182 CHAPTER 9. DISCUSSION

the rules. The idea was to decide conflict freedom if the resulting automaton has an
accepting run. However, the decision was bound by the availability of sufficient domain
knowledge. We see an opportunity to help gain better understanding of the domain and
better communication between compliance experts on the one hand and business experts
on the other hand by means of process synthesis. From a Biichi automaton, we can
derive a process template that can serve as an artifact for the communication. Both the
compliance expert and the process expert can decide whether the resulting template is of
value. The more precise the resulting template the better communication can be reached
among experts. The technical approach to generate process template out of compliance
specification is seen as a future work.

Supporting Compliance at Other Process Life Cycle Phases

Under the assumption that organizations strictly follow their documented process models
either in the form of automated processes or by work procedures followed by employees,
we can assume a compliant execution of processes, when violations are discovered
and corrected at process definition. However, due to the dynamic nature of execution
environments, it is likely to have exceptions where violation can occur.

To guarantee compliance at automated process execution, we can foresee two direc-
tions to monitor the status of compliance. The first approach is via instant monitoring of
running processes. We believe that work in [115] constitutes the first step to realize an
instant monitoring scheme. Another approach benefits from the well developed process
mining [140, 138] techniques to assess the compliance of completed instances. The
integration with process mining can widen the scope of applicability to organizations that
do not have explicit process execution engines. The major difference between the two
approaches above is that with instant monitoring we are still able to prevent violations
or at least have an informed violation in extreme cases. On the other hand, with process
mining, we can only report about violations after they have occurred.

Using execution logs, it is also possible not only to identify violations on process
definition level, the case of process mining, but also to quantify the number of violations,
in terms of specific instances that have violations. In that case, querying rather than mining
the logs is needed. This can be approached by the notion of anti patterns introduced in
this thesis. An anti pattern can be mapped to some sort of a query that is checked against
the execution log. The number of matches identify the amount of violating instances. We
believe that this can be then integrated into business process intelligence tools to provide
top management with a realistic view of their compliance status.

Compliance Verification Enhancement

On a technical level, regarding the thesis in hand, there is a need to enhance the verification
approach discussed in this thesis. Model checking was the main technique to decide
about compliance, although we discussed simple structural checks about non compliance.
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However, model checking is known to suffer from state space explosions. Within process
models, the cause of state space explosion is having parallel threads. In literature, partial
order reduction techniques were developed to overcome this problem when verifying
properties concerned with deadlock-freedom of processes. The techniques were simply
concerned with picking only one sequence of states from the start of the parallel thread to
its end rather than needlessly investigating all possible sequences. While this is acceptable
for deadlock-freedom checking, it is not suitable for properties related to compliance
rules. For instance, if we check a rule on the form A Leads to B and it happens that A
and B are on different branches in a parallel thread, using partial order reduction can
sometimes mistakenly report compliance if the sequence in which B executes after A is
picked.

To overcome this problem, we believe that a hybrid approach for checking is needed.
That is, structural checking should be investigated first. The approach of using structural
decomposition techniques is a promising starting point. Actually, the violation catalog
discussed in Chapter 7 constitutes the starting point. Depending on the compliance rule,
e.g., control flow rules, and the degree of structuredness of business process models,
compliance can efficiently be decided. In case it is not possible to structurally decide,
only the unstructured part of the process models needs to be investigated via state space
exploration. However, there are still open points regarding conditional rules and how
to correctly map unstructured parts of the process to behavioral models. This is left for
future work.
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